Smart Database

Knowledge Center

icipant Guide -

Part

Application Configuration




*.*"; Smart Database

About This Document

This document applies to SmartDB (Smart Database) Version 10.0 and all subsequent releases. The
specifications and information contained herein are subject to change without prior notice. Any

changes will be documented in future release notes or updated editions of this guide.

Copyright Notice

Copyright © 2023 — 2025 SmartDB inc., USA, and/or its subsidiaries, affiliates, and licensors.

All rights reserved.

License and Usage Terms

Use of this software is governed by the SmartDB (Smart Database) License Agreement and

applicable commercial terms provided at the time of purchase or deployment.

The license terms are included as part of the SmartDB (Smart Database) product documentation
and/or are available in the root directory of the installed SmartDB (Smart Database) software.
Unauthorized reproduction, distribution, or modification of this software or documentation is strictly

prohibited.

Third-Party Software

SmartDB (Smart Database) may include or integrate with third-party software components, open-
source libraries, or external services. Applicable third-party copyright notices, license terms,
disclaimers, and additional rights or restrictions are provided in the Third-Party Licenses
documentation included with the product distribution and/or located in the installation directory.

Use of such third-party components is subject to their respective license terms.

Trademarks

The name SmartDB , Smart Database, and all SmartDB-related product names, logos, and services
are either trademarks or registered trademarks of SmartDB inc. and/or its affiliates.
All other company names, product names, and trademarks mentioned in this document are the

property of their respective owners and are used for identification purposes only.

Disclaimer

This documentation is provided “as is” without warranty of any kind, either express or implied.
SmartDB.ai / Script Technical Solutions LLC shall not be liable for any direct, indirect, incidental, or

consequential damages arising from the use of this document or the software described herein.
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1. Introduction

1.1  Scope of Document

This document defines the scope of application configuration activities for SmartDB (Smart
Database) and serves as a comprehensive guide for configuring the core functional components of
the platform required to enable secure data access, intelligent analytics, and Al-driven capabilities. It
outlines the configuration responsibilities, participation requirements, and technical considerations
necessary to operationalize SmartDB within an organizational environment. The application
configuration covered in this document focuses on enabling SmartDB to connect with enterprise
data sources, manage unstructured content, integrate advanced Al and language models, enforce
identity and access controls, and establish semantic intelligence through knowledge modeling. To
ensure clarity, consistency, and effective implementation, the application configuration is structured
into a set of well-defined configuration streams, each addressing a specific functional area of the

SmartDB platform, as outlined below:

¢ Structured Data Source Configuration (Databases)
Configuration of enterprise structured datasets, including secure connection to relational and
analytical databases. This stream covers database connectivity setup, credential
management, schema discovery, table and field mapping, data refresh policies, access control,
and enablement of analytics, natural language querying, and predictive capabilities on
structured data.

% Large Language Model (LLM) Configuration
Configuration of the SmartDB LLM layer, including selection and integration of large
language models (on-premise, private, or external), model routing, prompt governance,
security and compliance controls, and performance tuning to support conversational
analytics and advisory use cases.

% Identity & Access Management Configuration (LDAP / Directory Services)
Configuration of user authentication and authorization through LDAP or directory services.
This stream includes directory connection setup, user and group synchronization, role

mapping, authentication policies, access segregation, and audit logging to ensure secure and

compliant access to SmartDB services.

This document is owned by Smart Database. Reproduction in any form, whether in whole or part, is strictly
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% Unstructured Data Source Configuration (Document Libraries & Repositories)
Configuration of unstructured data sources such as document libraries and content
repositories. This includes document ingestion rules, file format support, metadata
extraction, indexing, classification, access permissions, and activation of Al-driven document
advisory and search capabilities across connected repositories.

+ Knowledge Graph Configuration
Configuration of the SmartDB Knowledge Graph, including definition of entities,
relationships, and semantic models. This stream covers knowledge extraction from structured
and unstructured data, ontology configuration, graph enrichment, and integration with

analytics, LLMs, and advisory modules to enable contextual reasoning and advanced insights.

This document is limited to application-level configuration and participation activities and explicitly
excludes infrastructure provisioning, platform installation, and any custom development beyond the
supported SmartDB configuration capabilities. It defines the scope of application configuration
activities for SmartDB (Smart Database) and serves as a comprehensive guide for configuring the
core functional components of the platform required to enable secure data access, intelligent
analytics, and Al-driven capabilities, outlining the applicable configuration boundaries and

responsibilities.

This document is owned by Smart Database. Reproduction in any form, whether in whole or part, is strictly
prohibited. For educational use only. Information is subject to change without prior notice.



*.*"; Smart Database

2. Scope of Configuration Activities

2.1  Structured Data Source Configuration (Databases)

Database connection configuration in SmartDB (Smart Database) is managed centrally through the
platform’s administrative interface. This configuration allows SmartDB to securely connect to
structured data sources such as relational and analytical databases and enables downstream

capabilities including data exploration, analytics, machine learning, and natural language querying.

To access the database connection configuration page, log in to the SmartDB platform using an
account with administrative privileges. From the main dashboard, navigate to the user profile menu
located in the upper-right corner of the screen. Open the profile menu and select JDBC Connections.
This action directs the user to the Database Connections management interface, where all existing

database connections are listed and new connections can be created or modified.

The JDBC Connections page serves as the centralized control point for managing structured data
integrations within SmartDB. From this page, administrators can define new database connections,
update existing configurations, validate connectivity, and control access to connected datasets based

on user roles and permissions.

The screenshot below illustrates the navigation path and the location of the JDBC Connections

option within the SmartDB user interface.

% Smart Database A I8
U

» B JDBC Connections

o

MULTI CLASSIFICATION MODELS BINARY CLASSIFICATION MODELS < User Management
ﬂ LLM Managerment

Done - 0 Done - 0

In Progress - 0 'I In Progress - 0 0 0

Not Trained - 0 Not Trained - 0

RECOMMDATION MODELS TIMESERIES MODELS IMAGE CLASSIFICATION MODELS

Done -0 Done -0 Done -0

In Progress - 0 0 In Progress - 0 0 In Progress - 0 0

Not Trained - 0 Not Trained - 0 Not Trained - 0

[5} Generate Das

Figure 1: Accessing the JDBC Connections option from the main dashboard
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After navigating to JDBC Connections from the main dashboard, the user is directed to the JDBC
Connections Management page. This page provides a centralized view of all configured database
connections within the SmartDB platform and serves as the primary workspace for managing

structured data integrations as shown in Figure2.

Smart Database 1o}

Click “+Add New" to create

@ Home JDBC Connections Management e

Show 10 ~ entries Search Click “+JDBC Dri "y
Ic vers 1o
Alias Name is used to label a database

Copy €SV Excel Print connection in SmartDB Platform Tg;.cu:'li?‘:&:;:;:;anage

# 4  Name 1 Connection String Action
B800c6lcEebb015793141368] jdbemysqlffsmartdb-mysql 3306/ sales_product ® & @ F
G8oocESbaetbOIST314f380 Human Resources  jdbemysqgl//smartdb-mysql3306/human_resources ® £ & @ = w
‘ ‘ Dataset jdbermysgl//smartdb-mysqgl: 3306/ sales _product | ® 72 & @ (0] ‘
erate Dashboard

Showing 110 3 (Iemr:m: I Previous - Next

Connection Identification Action Icons: view, Edit, Delete,
Created by Smartdb Test connection, permissions &
User Management

Figure 2: JDBC Connections Management page showing existing database connections and configuration options

The JDBC Connections Management page displays a tabular list of existing database connections,
including the connection identifier, connection name, and JDBC connection string. From this page,
administrators can easily review which databases are currently connected to SmartDB and monitor
their configuration status. The table supports standard data management functions such as
pagination, search, and export options (Copy, CSV, Excel, Print), enabling efficient administration and

documentation of configured connections.
At the top-right corner of the page, two primary actions are available:

e Add New:
This option allows administrators to create a new database connection. Selecting Add New
opens the database connection configuration form, where users can define connection
details such as database type, host, port, credentials, and connection parameters. Once
configured, the new connection becomes available for use across SmartDB modules,

including Data Advisory, AutoML, dashboards, and Knowledge Graph creation.

This document is owned by Smart Database. Reproduction in any form, whether in whole or part, is strictly
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e JDBC Drivers:
This option allows administrators to manage JDBC drivers required for database
connectivity. From this section, users can upload, register, or manage JDBC driver files
needed to support different database technologies. Adding the appropriate driver is a

prerequisite for establishing new database connections that are not supported by default.

Each configured database connection includes an Actions column, providing quick access to common
management operations such as viewing connection details, editing configuration settings, validating

connectivity, managing access permissions, and removing connections when no longer required.

This page acts as the operational control center for structured data connectivity in SmartDB and
represents the foundation for enabling analytics, machine learning, natural language querying, and

semantic knowledge generation across connected enterprise databases.

JDBC Connection Configuration Options

SmartDB (Smart Database) supports two primary approaches for configuring database connections:
1. Using Predefined JDBC Drivers (Recommended)

SmartDB provides a set of predefined JDBC drivers for commonly used SQL and NoSQL databases,
allowing users to quickly configure connections without additional setup. These predefined drivers

cover widely adopted enterprise databases and are optimized for compatibility and stability.

When creating a new connection, users can select the appropriate database type from the predefined

list and provide the required connection details, such as:

e Database alias name
e Host and port
e Database or service name

e Authentication credentials

This approach is recommended whenever the target database is already supported by SmartDB’s

built-in drivers.
2. Using Custom JDBC Drivers (Advanced)

If the required database technology is not available in the predefined driver list, SmartDB allows

users to add custom JDBC drivers.

This document is owned by Smart Database. Reproduction in any form, whether in whole or part, is strictly
prohibited. For educational use only. Information is subject to change without prior notice.
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In such cases, users must first click “+ JDBC Drivers” from the JDBC Connections Management page
to upload and register the required driver. Once the custom driver is added successfully, it becomes

available for selection when creating a new JDBC connection.

This approach enables SmartDB to support additional or specialized database platforms while

maintaining a unified configuration experience.

2.1.1 Add New Database connection (Recommended)

The Add New JDBC Connection function allows administrators to configure and register a new
database connection within the SmartDB platform. Once a database connection is added, it becomes
available for use across SmartDB modules, including Data Advisor, AutoML, Dashboards, Document

Advisory, and Knowledge Graph.

The Add JDBC Connection page allows administrators to create and configure a new database
connection in the SmartDB platform. This page is used to register both SQL and NoSQL databases,
enabling SmartDB to securely access structured data for analytics, machine learning, data advisory,
dashboards, and knowledge graph generation. Once a database connection is added, it becomes

available for use across SmartDB modules.

SmartDB supports predefined JDBC drivers for commonly used databases and also allows the

addition of custom JDBC drivers when required.

Purpose of Adding a JDBC Connection
Adding a JDBC connection enables SmartDB (Smart Database) to:

e Securely connect to structured enterprise datasets
e Discover database schemas, tables, and fields
e Enable analytics, machine learning, and natural language querying on the connected data

e Serve as a data source for Knowledge Graph generation and Al-driven insights

As shown in Figure 3, the Add JDBC Connection interface provides the required configuration fields
for defining a new JDBC connection, including driver selection, connection details, and authentication

parameters.

10
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5) Home

E8 Model Management

@ pocument Manogement
[:_3 reCumant Advisor

[ Data Advisor

85 Generate Dashboard

Edit JDBC Connection

Select JOBC Driver

Mysqgl _ Select the database technology you want to cennect to

Coann Name

' Enter a descriptive Database Alias Name

Sales & Products i = .
Provide a user-friendly name for easy referance with the SmartDB Platform

Connection String

jdbemysql/ [smartdb-mysql:3306/sales_product @ Enter the full JDBC connection URL, including Host & Prot
Username

root - Enter the database username for authentication

Password

4mm provide the datal password iated with the username

DB Advisor Type

DB Advisor 4mm Optional: Assign DB-Advisory for Al conversation database advisory function

Cooen ] oo

Figure 3: Add New JDBC Connection workflow within the SmartDB platform

2.1.11 JDBC Connection String Construction

A JDBC connection string (JDBC URL) defines how the platform establishes a connection to a target

database. It follows a standardized structure that begins with the jdbc prefix, identifying the

connection as JDBC-based, followed by the database vendor identifier (such as MySQL, Oracle,

PostgreSQL, or SQL Server).

The connection string then specifies the database server location, including the hostname or IP

address and the listening port, along with the target database name, service name, or schema.

Optional parameters can be appended to the connection string to control connection behavior, such

as enabling encryption (SSL/TLS), setting connection and socket timeouts, defining character

encoding, or handling time zone settings. Authentication credentials, including username and

password, are typically provided separately to ensure better security practices.

A JDBC connection string is constructed using the following standard format:

jdbc:<db_vendor>://<host>:<port>/<database_name>?<propertyl>=<valuel>&<property2>=<value2>

11
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Database Host (IP or Hostname)

f_kﬁ

jdbc:<db_vendor>://<host>:<port>/<database_name>?<property1>=<value1>&<property2>=<value2>
lﬁ’_} \ J \ J
| Y

JDBC Connection Prefix Target Database or Service Optional Connection Properties

Below is the breakdown for the JDBC connection

jdbc Indicates this is a JDBC connection

<db_vendor> Database type / driver (mysq|, postgresq|, oracle, sqlserver, etc.)
<host> Database server hostname or IP

<port> Database listening port

<database_name> Schema / SID / Service name

properties Optional parameters (SSL, timeout, charset, etc.)

Below are commonly used JDBC connection string formats for supported databases. These examples

illustrate how the standard JDBC structure is applied across different database vendors.

Database JDBC Driver Default Port JDBC Connection String Example
Prefix

MySQL jdbc:mysql 3306 jdbc:mysql://<host>:3306/<databa
se>?useSSL=false&serverTimezone
=UTC

PostgreSQL jdbc:postgresql 5432 jdbc:postgresql://<host>:5432/<da
tabase>

Oracle (Service Name) jdbc:oracle:thin 1521 jdbc:oracle:thin:@//<host>:1521/<
service_name>

Oracle (SID — Legacy) jdbc:oracle:thin 1521 jdbc:oracle:thin:@<host>:1521:<SID
>

Microsoft SQL Server jdbc:sqlserver 1433 jdbc:sqlserver://<host>:1433;datab
aseName=<database>

MariaDB jdbc:mariadb 3306 jdbc:mariadb://<host>:3306/<data
base>

IBM DB2 jdbc:db2 50000 jdbc:db2://<host>:50000/<databas
e>

12
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I
SAP HANA jdbc:sap 30015 jdbc:sap://<host>:30015/?databas
eName=<database>
SQLite jdbc:sqlite N/A jdbc:sqglite:/path/to/database.db
Amazon Aurora (MySQL- | jdbc:mysgl 3306 jdbc:mysql://<endpoint>:3306/<da
Compatible) tabase>
Amazon Aurora jdbc:postgresql 5432 jdbc:postgresql://<endpoint>:5432

(PostgreSQL-Compatible)

/<database>

Below is an example of a valid JDBC connection string used to connect to a MySQL database:

[ e jdbc:mysql://smartdb-mysql:3306/sales_product

13
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2.1.1.2 Configuration Fields Description

The Add JDBC Connection form consists of the following fields:

1. Select JDBC Driver

This field allows the user to select the database technology to connect to.

e SmartDB provides predefined JDBC drivers for popular SQL and NoSQL databases (such as
MySQL, PostgreSQL, SQL Server, Oracle, MongoDB, etc.) as shown in Figure 4.

e Selecting a predefined driver automatically aligns the connection with the required driver

configuration.

e If the required database type is not listed, users can add a new driver using the “+ JDBC

Drivers” option before creating the connection.

Best Practice: Always use a predefined driver when available for better compatibility and support.

Edit JDBC Connection

Select JDBC Driver
Mysgl v

Mysql
PostgreSQL
IBM Informix
AWS Redshift
Sybase
TDengine
Teradata
Firebird

IBM DB2

DM

Altibase
MariaDB
Mongodb
SAP MaxDB
Intersystems IRIS
Trino

Neodj
ClickHouse

Snowflake

Figure 4: Out-of-the-box predefined JDBC drivers from SmartDB platform

2. Connection Name (Database Alias Name)
This field defines a logical alias name for the database connection.

e Itis a user-friendly name used across the SmartDB platform.

14
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e This name appears in Data Advisor, dashboards, AutoML workflows, and Knowledge Graph
configuration.

e The alias name should be descriptive and reflect the purpose of the database (for example:
Sales Database, HR Systemn, Finance Analytics).

3. Connection String
This field requires the full JDBC connection string for the selected database.

e The connection string typically includes the database type, host, port, and database or
service name.
e The format of the connection string depends on the selected JDBC driver.
e This field is mandatory and must follow the correct JDBC syntax for the selected database
technology.
Example (MySQL): jdbc:mysql://hostname:3306/database_name

4. Username
This field specifies the database user account that SmartDB will use to connect to the database.

e The user must have sufficient permissions to read the required schemas, tables, or
collections.
e Itis recommended to use a read-only database user whenever possible to enhance security.

5. Password
This field contains the password associated with the specified database username.

e Credentials are securely stored and used only for establishing the database connection.
e Ensure the password is kept confidential and complies with organizational security policies.

6. DB Advisor Type
This optional field allows the user to select a DB Advisor Type, if applicable.

e The DB Advisor Type determines how SmartDB applies advisory, analytics, or optimization
features for the connected database.
e If no advisory configuration is required, this field can be left as None.

Notice: This function used for activates the Database Advisory feature, allowing users to play with
their database through natural language interaction, enabling conversational querying, guided

exploration, and Al-driven insights directly on the connected data.

7. Saving the Connection

15
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After completing all required fields:
1. Review the configuration details.
2. Click Save to validate and store the connection.
3. Once saved successfully, the new database connection will appear in the JDBC Connections
Management list and will be available for use across SmartDB modules.

4. Click Cancel to discard the configuration and return to the previous page

2.1.1.3 Finalizing the Connection

Once all required fields are completed and the connection is successfully validated, the user can save
the configuration. The newly created database connection will then appear in the JDBC Connections

Management table and become immediately available for selection and use across SmartDB modules.

Figure 5 shows the successful database connection status, confirming that the database is properly
connected and accessible by SmartDB services. A Connected status indicates that SmartDB can
communicate with the database without errors. If a connection fails, users are advised to review the

connection configuration and verify network and firewall settings with the system administrator.

€ DB Connectivity Status X
Service Connectivity Message
SmartDB DB Advisor @ Connected
SmartDB AutoML @ Connected
SmartDB Deeplearning @ Connected

If the database connection fails, please verify your configuration settings. Additionally, you may want to reach out to the administrator to
ensure that the firewall is not blocking access.

Close

Figure 5: Successful database connection creation and connectivity validation in SmartDB

2.1.2 Add Custom JDBC Connection (Advanced)

SmartDB (Smart Database) provides a JDBC Drivers Management capability that allows system
administrators to view, add, and manage JDBC drivers used for database connectivity. This feature
gives full control to the administration team to extend SmartDB connectivity beyond the predefined

database drivers shipped with the platform.

Through this capability, SmartDB can support custom, legacy, proprietary, or less common SQL and

NoSQL databases, ensuring maximum flexibility and long-term scalability.

16

This document is owned by Smart Database. Reproduction in any form, whether in whole or part, is strictly
prohibited. For educational use only. Information is subject to change without prior notice.



Smart Database

2.1.2.1 JDBC Drivers List Page

The JDBC Drivers page displays all JDBC drivers currently registered in the SmartDB platform.
From this page, administrators can:

e View all configured JDBC drivers

e Review driver names and associated driver class paths

e Add new JDBC drivers

e Remove existing drivers (if no longer required)
Each driver entry includes:

e Driver Name — A human-readable name identifying the database technology

e Driver Class — The fully qualified Java driver class used by JDBC

e Actions — Options to view details or delete the driver

This page acts as the central registry for all database drivers used across SmartDB platform as

shown in Figure 6.

Smart Database o Q
&

JDBC Drivers

Show 10 v entries Search:

@ Document Management
Copy €SV Excel Print

# Document Advisor

E3 Model Management

# “  Name driverClass Action
L) Data Advisor B68aaad9fBe6b01579314f07¢ Mysg| com.mysql.cjjdbe.Driver @ E5 W
Knowledge Graph 68000d9f6esb01579314f082 PostgresSQL org postgresq|.Driver ® & u
Management
B68uaad9fBeth01579314{088 1BM Informix com.informix.jdbc.IfxDriver O] [5 o
85 Generate Dashboard
68aaad@féetb01579314f08d AWS Redshift com.amazon redshift.jdbc42.Driver @ ¥ w
68aaad9f6e6b015793141095 sybase com.sybase.jdbcd.jdbe.SybDriver ® ¥ o
68aaad9f6e6b01579314f098 TDengine comtaosdatajdbe.rs RestfulDriver @ E{J im)
68aaad9f6e6b01579314{09e Teradata com.teradata.jdbe.TeraDriver ® ¥ U
68aaadef6esb0157931410a5 Firebird org/firebirdsqljdbe.FBDriver ® ¥ W

Figure 6: JDBC Drivers Management page
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2.1.2.2 Add JDBC Driver Page

The Add JDBC Driver page allows administrators to register a new JDBC driver that is not

predefined by SmartDB (Smart Database).

This functionality provides full administrative control and enables SmartDB to connect to custom or

unsupported database systems.

21.221  Accessing the Add JDBC Driver Page

1. Navigate to JDBC Drivers from the administration menu.
2. Click “+ Add New".

3. The Add JDBC Driver configuration form will be displayed.

 Smart Database [a] Q
o

To Add new Driver — Navigate to JDBC

JDBC Drivers Driver Page & Prass "+Add New” to add =3

new Database driver

Show 10~  entries Search

# *  Nome driverClass Action
B8000d9i6e8b0IS73314107c Mysgl com.mysql.cjjdbe Driver ® & 6
E8000d0f6eEb015793141082 PostgresoL org.postgresql.Driver ® ¥ w
68000d9fGetb0IST83141088 1BM Informix com.informix jdbe itxDriver ®@ ¥ w
B8ooad0f6e8b0IS72314108d AWS Redshift com.amazan.redshift jdbe42 Driver @ E(J j
BBacadii6ecb0IS723141095 Sybase com.sybase jdbed jdbe SybDriver @ E(J 7]
6B8a0ad0f6esb015723141098 Thangine comtacsdata jdbe rs RestiulDriver (O] E’) 7]
G8000dHGetblISTENA05e Teradata comteradata jdbe TeraDriver & Q{, 7]
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Figure 7: JDBC Drivers Page — Add new Database driver
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21222 JDBC Driver Configuration Fields

As shown in Figure 8, the Add JDBC Driver form consists of the following configuration fields, all of

which must be completed accurately to ensure successful driver registration and usage.

Edit JDBC Driver

Name
Mysql _ Input name for the custom JDBC driver

Driver Class

Enter the fully qualified name of the JDBC Driver Class.

com.mysgl.cjjdbe.Driver — 4 ; e
ysaran Provide the full Java class name of the driver as specified by the database vendor

File Downlood: & Download file
File Attachrment

Browse.. Mo file selected. - Attach the JDBC driver .Jar file by browsing & selecting the file from your local system.
Upload the corresponding JDBC driver file provided by the database vendor

8% Generate Dashboard m m

Figure 8: illustrates the Add JDBC Driver interface and highlights the required fields for registering a custom JDBC driver in SmartDB.

The Add JDBC Driver form contains the following fields:

1. Name

This field defines the driver name as it will appear within SmartDB.

e The name should clearly represent the database technology (e.g., Oracle Custom, MongoDB
Enterprise, Legacy ERP DB).
e This name will later appear in the Select JDBC Driver dropdown when creating database

connections.

2. Driver Class
This field specifies the fully qualified JDBC driver class name.

e Thedriver class is provided by the database vendor.

e ltis required for SmartDB to load and initialize the JDBC driver correctly.
Example:

e com.mysql.cj.jdbc.Driver

e org.postgresql.Driver

3. File Attachment
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This field allows the administrator to upload the JDBC driver file (typically a .jar file).
e The uploaded file contains the actual implementation of the JDBC driver.
e Only valid and compatible JDBC driver files should be uploaded.

e The driver file must match the specified Driver Class.

Registers the new JDBC driver in the SmartDB platform. Once saved, the driver becomes available

for selection when configuring new JDBC database connections.

2.1.2.23 Administrative Notes

e  Only users with administrative privileges can add or delete JDBC drivers.

e Adding custom JDBC drivers enables SmartDB to support a wider range of SQL and NoSQL

databases beyond the predefined drivers.

e Removing a JDBC driver should be performed with caution, as existing database connections

may depend on it.

This document is owned by Smart Database. Reproduction in any form, whether in whole or part, is strictly
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2.1.3 Test Connection

The Test Connection feature allows users to validate the database connectivity for any configured

JDBC connection within the SmartDB platform.

Users can test a database connection by selecting the Test Connection option from the Actions icons
bar. This operation verifies that the database is reachable, the connection parameters are correct,
and SmartDB services can successfully communicate with the database before it is used for analytics,

advisory, or machine learning operations.

. Smart Database a3 Q iy
&

JDBC Connections Management
Show 10  entries Search:
Copy CSV  Excel FPrint
# 4 Name Connection String Action
6BaacBlcEefb0ISTaNAIZA! Sales & Products  jdbemysql/fsmartdb-mysql3306/sales_product ® L & = @

B2aacBEbEesbOISTAZIA300 Human Resources  jdbemysqlffsmartdb-mysaql3306/human _resources @ & &8

ﬂ@@
]

62401aaB204475368418c1c 768 Dataset jdbemysqlffsmartdb-mysqb3306/sales_product ® 75 &

(1]
Showing 1 to 3 of 3 entries P.—:Ious n Next

Users can test the database connection by
selecting the Test Connection option from
the Actions icons bar

ate Dashboard

Figure 9: Test Connection process showing database connectivity validation in SmartDB

As a result of clicking the Test Connection option from the Actions icons bar, the system displays the
database connectivity status, indicating whether the connection has been successfully established or
not. The following figures illustrate both scenarios: a failed database connection status and a

successful database connection status.
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€ DB Connectivity Status

Service Connectivity Message
SmartDB DB Advisor @ Connected
SmartDB AutoML @ Connected
SmartDB Deeplearning @ Connected

If the database connection fails, please verify your configuration settings. Additionally, you may want to reach out to the administrator to
ensure that the firewall Is not blocking dccess.

Close

Figure 10: Test Connection process showing successful database connectivity status

As shown in Figure 10, this dialog provides a real-time status of the database connection across key

SmartDB services, including:

e SmartDB DB Advisor — Validates connectivity for conversational and natural language
database interactions
e SmartDB AutoML — Confirms availability of the database for machine learning and
predictive analytics workflows
e SmartDB Deep Learning — Ensures the database can be accessed for advanced Al and deep
learning operations
Each service displays a Connected status when the database connection is successfully established.
A successful result confirms that the database configuration, credentials, and network access are

correctly set and that SmartDB services can communicate with the database without issues.
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2 DB Connectivity Status

Service Connectivity Message

SmartDB DB Advisor © Not Connected Access denied for user root234'@172.18.013' (using password: YES)
SmartDB AutoML © Not Connected Access denied for user root234'@172.18.0.14' (using password: YES)
SmartDB Deeplearning © Not Connected Access denied for user root234'@17218.0.12' (using password: YES)

If the database connection fails, please verify your configuration settings. Additionally, you may want to reach out to the administrator to
ensure that the firewall is not blocking access.

Figure 11: Test Connection process showing database connectivity failure status

If the database connection fails as shown in figure 11, users are advised to review the connection
parameters, verify authentication details, and ensure that network and firewall rules allow access

between SmartDB and the database server.

2.1.4 User Management (Assign Access to JDBC Connection)

The User Management section allows administrators to control which users can access specific JDBC
connections and use SmartDB capabilities such as Data Advisory, Machine Learning (AutoML), and

Knowledge Graph features.

As shown in the figure above, this page enables administrators to assign users to a selected JDBC
connection, ensuring that access to enterprise data is governed, secure, and aligned with

organizational roles and permissions.
Purpose of User Management
User Management ensures that:

e Only authorized users can view and query connected databases
e Access to sensitive data is restricted based on user roles
e SmartDB features such as natural language data advisory, ML model creation, and

knowledge graph exploration are available only to permitted users
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As shown in Figure 12, administrators can manage user access to a JDBC connection by clicking the

Users icon in the Actions bar within the JDBC Connections Management page..

Smart Database o} Q
o el

JDBC Connections Management
Show 10 ~ entries Search:
@ # 4 Name Cennection String Action
BRaacBleBebbIS7a314138f Sales & Products jdbemysqlf [smandb-mysql3306/sales _product @ L & @ = W
GBaocESheetbOISTH3I4(390 Human Resources  jdbemysqt//smartdb-mysgl3308/human_resources @ 2 8 O = 6
6840100820447536419¢1C76 Dataset jdbe:mysqly/smartdb-rysql3306/sales_product @ & (O] ]

Showing | o 3 of 3 entries tl'revious n Mext

Users access to JDBC connactions can be
managed by granting or revoking privileges
through the Access Management feature
inthe Actions icons bar

Figure 12: User Management Access for Managing JDBC Connection Permissions

21.411  Adding a User to a JDBC Connection

To grant a user access to a specific JDBC connection:

1. Navigate to User Management from the JDBC Connections context.

2. Use the Select User dropdown to choose an existing SmartDB user.

3. Click Add to assign the selected user to the JDBC connection.
Once added, the user will be able to access the associated database and utilize the enabled SmartDB
capabilities based on their assigned permissions. Figure 13 demonstrates the user permissions

interface for assigning and managing user access
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Add User to JDBC Connection "Data Advisor” € Back

Select predefined user from the dropdown list. This is can be integrated with LDAP directly

select User T

selectadUsars

Show 10~  entries Click Add button to assign selectad user Search:
Copy (CSV Excel Print
Login 4 Email First Name Last Name Action
admin admin@lecathost admin Administrator o
user user@localhost Usar Usas ]

Showing 1 to 2 of 2 entries ' Previous n hext

Review the List of assigned users below

Figure 13: User Permission Screen for Adding and Managing User Access

2.1.4.1.2  Administrative Notes (Impact on SmartDB Capabilities)

Users assigned to a JDBC connection can:

e View and explore database schemas and datasets
e Interact with the database using natural language queries through Data Advisory
e Build and train machine learning models using connected data
e Generate and explore Knowledge Graphs derived from database content
Users who are not assigned will not be able to access or interact with the database through SmartDB

(Smart Database).
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2.2 Identity & Access Management Configuration (LDAP / Directory
Services)

SmartDB (Smart Database) supports integration with enterprise directory services using LDAP
(Lightweight Directory Access Protocol) to enable centralized authentication and user management.
LDAP configuration allows organizations to manage SmartDB user access through their existing
directory (such as Active Directory or any LDAP-compliant service), reducing manual user

administration and enforcing consistent security policies.

When LDAP is enabled, SmartDB can authenticate users against the directory, synchronize users and
groups (based on configured search rules), and map directory groups to SmartDB roles and
privileges. This ensures that only authorized users can access SmartDB modules such as Data
Advisory, AutoML, and Knowledge Graph, etc, according to the organization’s access governance

model.
Purpose of LDAP Configuration
LDAP configuration in SmartDB (Smart Database) is used to:

e Centralize user authentication using corporate directory credentials

e Reduce manual user creation and maintenance within SmartDB

e Synchronize users and groups from the directory (optional, based on policy)
e Enable role and privilege assignment through group-based mapping

e Support audit and compliance requirements through consistent identity control

2.2.1 Accessing LDAP Configuration

Administrators can access the LDAP configuration settings through the SmartDB Administration
menu. From the main dashboard, navigate to the top-right menu and select User Management, then

proceed to the LDAP Configuration option to manage directory integration settings.

As shown in Figure 14, the User Management menu provides access to LDAP configuration, allowing

administrators to configure, enable, and manage directory-based authentication for SmartDB users.

This section is restricted to users with administrative privileges and is used to integrate SmartDB

with enterprise directory services such as Active Directory or other LDAP-compliant systems.
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Figure 14: Accessing LDAP configuration through the User Management menu

2.2.2 User Management — LDAP Configuration Access

The User Management page serves as the central control point for managing user accounts,
authentication sources, and access roles within the SmartDB platform. From this page,
administrators can manage both manually created users and directory-based users synchronized

from LDAP.
As shown in Figure 15, the top-right action bar provides two key options:

e Add New: Allows administrators to create local (manual) user accounts directly within
SmartDB. These users can be assigned roles and permissions without relying on an external
identity provider.

o + LDAP Config: Enables administrators to configure LDAP integration. This option is used to
connect SmartDB to an enterprise directory service (such as Active Directory or OpenLDAP)

and automatically load users and organizational structure into the platform.

Once LDAP synchronization is completed, all users retrieved from the LDAP directory are listed in
the User Management table, alongside locally created users. For each user, the table displays key
information such as login name, email address, source name, assigned roles (authorities), and
activation status. Administrators can activate or deactivate users and manage their access to

SmartDB features, including Data Advisory, Machine Learning, and Knowledge Graph modules.
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This unified view ensures centralized governance over user identities and permissions while
supporting both enterprise-grade LDAP authentication and flexible local user management within

SmartDB.

< Smart Database la}

[5) Home Click “+Add New" to create

=] Management

Show 10 v entries ’
Click “+ LDAP Config" to configura the

[E) Document Managemant o sV Excel  Print LDAP connection and load user accounts
and directory structure into SmartDB,

tegin *  Email First Name Last Name Source Name Authorities Activation Action

admin  edminglocolhost  admin Administrator [ROLE_uSER, ROLE_ADMIN] @ [

user userglocolhost User User [ROLE_USER] & @ &
- Manag

Showing 11o 2 of 2 entries I Pravious Mext

Review the List of loaded & created users

84 cenerate

Figure 15: User Management page showing access to manual user creation and LDAP configuration

This approach allows SmartDB (Smart Database) to support hybrid user management, combining

centralized enterprise authentication via LDAP with flexible manual user creation when required.

2.2.3 LDAP Management Page

The LDAP Management page allows administrators to configure, manage, and monitor LDAP
directory integrations within the Smart Database platform. This page serves as the central location
for defining LDAP connections that enable centralized authentication, user synchronization, and

organizational structure loading from enterprise directory services.

From this page, administrators can view all configured LDAP connections in a structured table that
displays key configuration details, including Host, Protocol, Port, and Base DN. Once configured,
these LDAP connections are used to automatically load users, groups, and directory hierarchies into

SmartDB, enabling seamless access control and identity management.

To create a new LDAP configuration, administrators can click the “+ Add New” button located at the
top of the page. This action opens the LDAP configuration form, where connection parameters can
be defined and validated before loading users and directory structures into the system.
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As shown in Figure 16, the “+ Add New” button clearly indicates where administrators can initiate

the creation of a new LDAP configuration and load the LDAP directory into SmartDB.

Once configured, all users and directory structures loaded from LDAP will automatically appear in
the User Management section and can be assigned appropriate roles and permissions within

SmartDB (Smart Database).

°@
To Add new Ldap Configuration -
LDAP Management Navigate to ‘+ Add New' to configure and 3
load an LDAP directory
Show 10 v entries Search:
Sync Users Manually

[ 4 Nome Host Protocol Fort Base DN Action

ET09536ch0c38I5000ITERE Lecal 10AELIAT3 DAPS 38 en=admindes plonetmprestdescom

Shawing | to | of 1 entries

' Connection Status

Review the List of created Ldaps

Figure 16: LDAP Management Interface for Creating LDAP Connection

The LDAP Management page ensures centralized governance over directory integrations, simplifies
enterprise user onboarding, and supports secure, scalable access to SmartDB capabilities across all

modules.

2.2.4 LDAP Configuration — Add LDAP Config Page

The Add LDAP Config page allows administrators to configure and integrate an external LDAP or
Active Directory service with the Smart Database platform. This configuration enables centralized
user authentication, automatic user provisioning, and synchronization of directory structures and

user attributes into SmartDB (Smart Database).

As shown in Figure 17, this page provides a comprehensive set of configuration fields that define
how SmartDB (Smart Database) connects to the LDAP server, retrieves users, maps user attributes,

and assigns roles.
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2.2.41 LDAP Configuration Fields

1. Name

Add LDAP Config

Name

NarTe - Enter the Name to identify this Ldap Connection

LDAP Protocol
LDAP

LDAP Host
example.com

LDAP Port
389

Bind DN

cn=admindc=exampled

Bind Credential

LDAP Usars DN

ou=usersdc=exampledc=c
Username Attribute

uid
Email Attribute

mail
First Name Attribute

givenName

Specify Ldap server addressing & authentication details:
* Ldap protocol

= Ldap Port

= Ldap Host

= Bind DN

+ Bind Credential

Define where to find and how to identify Ldap Users:
= Ldap users DN

= User attribute

= Email attribute

* First & Last name attribute

= Optional: UUID & Photo

Last Name Attrioute
sn
Photo Attribute
jpegPhoto
UUID Attribute
entryUuin
Search Scope
Subtree
User Object Closses (comma-separated)
netCrgPersonorganizationalPerson
Custorn User LDAP Filter
(objectClass=inetOrgPerson)
Select User Authority
ROLE_USER

Activate Users
Add New Users Only

Configure the user filter, role, 2nd activations options based on Ldap
directory and user provisioning strategy

» Seach Scope
* Ldap Filter
+ Default Rolz

+ Activation Setting (choose to import only the new users, and skip updatas
to the existing one)

e

Figure 17: Add LDAP Configuration Page Showing LDAP Connection and User Mapping Settings

A friendly name for the LDAP configuration. This is used to identify the LDAP connection

within SmartDB.

2. LDAP Protocol

Specifies the protocol used to connect to the directory service, such as LDAP or LDAPS

(secure LDAP).
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10.

11.

12.

13.

14.

LDAP Host
The hostname or IP address of the LDAP server (e.g., [dap.example.com).
LDAP Port
The port used for LDAP communication. Common values include:
o 389 for LDAP
o 636 for LDAPS
Bind DN
The distinguished name of the service account used by SmartDB to bind and query the LDAP
directory (e.g., cn=admin,dc=example,dc=com).
Bind Credential
The password for the Bind DN account. This credential is securely stored and used only for
directory access.
LDAP Users DN
Defines the base distinguished name where user entries are located in the directory (e.g,
ou=users,dc=example,dc=com).
Username Attribute
Specifies the LDAP attribute used as the login username in SmartDB (e.g., uid).
Email Attribute
The LDAP attribute mapped to the user’s email address (e.g., mail).
First Name Attribute
The LDAP attribute representing the user’s first name (e.g., givenName).
Last Name Attribute
The LDAP attribute representing the user’s last name (e.g., sn).
Photo Attribute
Optional attribute used to retrieve the user’s profile image (e.g., jpegPhoto).
UUID Attribute
A unique identifier attribute used to uniquely track users across synchronizations (e.g.,
entryUUID).
Search Scope
Defines how deep SmartDB searches within the directory structure:
0 Subtree — Searches all child entries under the base DN

0 One Level — Searches only direct children
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15.

16.

17.

18.

19.

User Object Classes

A comma-separated list of LDAP object classes that represent user accounts (e.g.,
inetOrgPerson, organizationalPerson).

Custom User LDAP Filter

An optional LDAP filter used to restrict which users are imported (e.g.,
(objectClass=inetOrgPerson)).

Select User Authority

Defines the default role assigned to users imported from LDAP (e.g., ROLE_USER).
Activate Users

When enabled, users imported from LDAP are automatically activated in SmartDB.
Add New Users Only

When selected, only new users from LDAP are added, and existing users are not updated.

2.2.4.2 Saving the Configuration

After completing all required fields, the administrator can click Save to store the LDAP

configuration. Once saved, SmartDB connects to the LDAP directory and loads users and directory

structures according to the defined settings. Imported users will then appear in the User

Management section and can be granted access to SmartDB modules such as Data Advisory,

Machine Learning, and Knowledge Graph.
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2.3 Large Language Model (LLM) Configuration

The Large Language Model (LLM) Configuration module in SmartDB (Smart Database) enables
administrators to register, configure, and manage Al language models that power natural-language
capabilities across the platform. These models are used by features such as Data Advisory,

Document Advisor, SmartQuery, and other GenAl-driven services.

In addition to integrating local or external LLM services, SmartDB allows organizations to download
and deploy any open-source Large Language Model and embed it directly into the platform. These
models can be hosted within the organization’s own infrastructure and connected to SmartDB
through supported local runtime engines or APIs. This approach enables full control over the model
lifecycle, including versioning, fine-tuning, performance optimization, and security enforcement, while

ensuring complete data sovereignty and compliance with internal governance policies.

SmartDB is designed with a model-agnostic architecture, allowing organizations to flexibly deploy

and connect LLMs based on their security, compliance, performance, and sovereignty requirements.

2.3.1 Supported LLM Deployment Models

SmartDB (Smart Database) supports both local (on-premise) and external (cloud-based) LLM

integrations:
a) Local / On-Premise LLM Integration

Organizations can deploy LLMs within their own infrastructure and connect them directly to
SmartDB. This approach is suitable for environments requiring full data sovereignty and offline

operation.
Supported local deployment options include:

e LLMs hosted using Ollama or similar local model servers
e Self-hosted open-source models (e.g., LLaMA, Mistral, Falcon, Mixtral)
¢ GPU or CPU-based inference environments
Local LLMs communicate with SmartDB through secure internal APls, ensuring that sensitive data

never leaves the organization’s network.
Note: Installation guidelines are covered in the Installation Guide document.

b) External / Cloud-Based LLM Integration
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SmartDB also supports integration with external LLM providers to leverage advanced reasoning and

continuously updated models.
Examples include:

e ChatGPT / OpenAl APIs
e GitHub-hosted or marketplace LLMs
e  Other third-party LLM services accessible via REST or APl endpoints
This option enables rapid deployment and access to state-of-the-art models while maintaining

controlled data access and usage policies.

2.3.2 Accessing LLM Configuration

The LLM Configuration section enables administrators to manage, integrate, and control Large
Language Models used by the Smart Database platform. Through this interface, organizations can
connect both local and external LLM engines, ensuring flexibility, security, and alignment with

enterprise or government deployment requirements.

Administrators can access the LLM Configuration module from the Model Management menu by

selecting LLM Management, as shown in Figure 18.

. Smart Database e Q
&

[a) Horme & J0BC Connections
MULTI CLASSIFICATION MODELS BINARY CLASSIFICATION MODELS REGRESSION M & yser Management
Done -0 Done - 0 Done - H | ﬁ LM Managamant |
In Prograss - 0 ] In Progress - 0 O In Progress - 0 U
Mot Trained - 0 Not Trained - 0 Mot Trained - 0
RECOMMDATION MODELS TIMESERIES MODELS IMAGE CLASSIFICATION MODELS
Done -0 Done - 0 Done -0
In Prograss - 0 O In Prograss - 0 O In Progress - 0 O
Not Trained = 0 Mot Trained = 0 Mot Trained = 0

nerate Dashboard

Figure 18: Accessing the Large Language Model (LLM) Configuration Module from Model Management
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Supported LLM Integration Options
Smart Database supports multiple LLM deployment approaches:

e Local LLM Deployment
Organizations can deploy and run LLMs within their own environment using local inference
engines such as Ollama or similar frameworks. This approach is ideal for sovereign, air-
gapped, or high-security environments.

e Open-Source LLM Integration
Any supported open-source LLM can be downloaded and embedded directly into the Smart
Database module, enabling full control over model behavior, data privacy, and performance
tuning.

e External LLM Services
Smart Database can integrate with external LLM providers such as ChatGPT, GitHub-hosted
models, and other third-party Al services through secure APIs. This allows organizations to

leverage advanced commercial models without local deployment overhead.

Note: Detailed installation steps, prerequisites, and environment preparation are provided in the

Installation Guide document.

2.3.3 LLM Management

The LLM Management page provides administrators with a centralized interface to manage all
configured Large Language Models (LLMs) within the Smart Database platform. This page displays a
consolidated list of both local and external LLM integrations currently available for use across
SmartDB features such as Data Advisory, Document Advisor, Knowledge Graph, and Al-driven

analytics.

As shown in Figure 19, administrators can review all configured LLMs, including their unique
identifiers, integration type, and assigned names. The platform supports multiple LLM sources, such
as locally deployed models (e.g., via Ollama) and externally integrated models (e.g., GitHub-hosted or

third-party APIs).
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Figure 15: LLM Management Page Showing Configured Local and External Large Language Models

2.3.3.1 Key Capabilities

¢ View Configured LLMs
The table lists all registered LLMs with details such as:
o LLMID
0 Integration type (e.g., Ollama, GitHub, external providers)
0 Model name and version
e Add New LLM Configuration
Administrators can click the “Add New” button to configure and register a new LLM,

whether deployed locally or accessed through an external service.

e Manage Existing LLMs
From the Actions column, administrators can:
0 View LLM configuration details
o Edit existing LLM settings

0 Remove an LLM from the platform

This centralized management ensures full governance, flexibility, and control over which language

models are available to Smart Database users and services.
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2.3.4 Adding a New Large Language Model (LLM)

The LLM Management page allows administrators to add and configure new Large Language Models
that can be used across the Smart Database platform. From this page, SmartDB supports both on-
premise (local) LLM deployments and external (cloud-based) LLM integrations, enabling full

flexibility based on security, compliance, and performance requirements.

As shown in Figure 19, administrators can initiate the LLM configuration process by clicking the
“Add New” button. Upon clicking this option, a dropdown menu appears allowing the administrator

to select the type of LLM to configure.

The platform supports multiple LLM providers and deployment models, including but not limited to:
e Ollama (local / on-premise LLM deployment)
e GitHub (custom or hosted LLM services)
e OpenAl
e Hugging Face
e Microsoft Azure OpenAl
e Amazon Bedrock
e Google Gemini

e Anthropic

This selection step defines whether the LLM will run within the customer’s local environment or be
accessed through an external service provider. Once the model type is selected, the system guides
the administrator to the corresponding configuration screen to complete connection details,

credentials, and model-specific parameters.

Note: Detailed installation and deployment instructions for on-premise LLMs not in the pre-defined

list (such as any open-source models) are provided separately in the Installation Guide document.
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Figure 19: Selecting the LLM Type for On-Premise or External Model Configuration

2.3.5 Configuring an LLM Connection

This page enables administrators to configure and manage Large Language Model (LLM)

connections for both on-premise and external deployments within the Smart Database platform.

Using this interface, users can add an on-premise LLM connection by linking to a locally hosted
runtime such as Ollama, allowing the platform to consume models running inside the organization’s
infrastructure. This option is suitable for environments requiring enhanced data privacy, offline

operation, or sovereign Al deployment.

In addition, the platform supports external LLM integrations, such as ChatGPT (OpenAl), GitHub

Models, and other cloud-based providers, enabling easy access to managed LLM services.

As illustrated in Figure 20, administrators can create a new LLM connection by providing the

following configuration details:

e Name
A logical name to identify the LLM connection within the Smart Database platform.
e URL
The endpoint URL of the locally running (for example, http://0.0.0.0:11434). This endpoint

is used by SmartDB to communicate with the on-premise LLM runtime.
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e Model
The specific LLM model identifier hosted (for example, llama3.1:70b). The selected model
will be used for inference and reasoning tasks across SmartDB features such as Data
Advisory, Document Advisor, and Knowledge Graph processing.

e Keep Alive
An optional setting that keeps the model loaded in memory to reduce startup latency and

improve response time for frequent requests.

Once all required fields are completed, the administrator can click Save to register the LLM
connection or Cancel to discard the configuration. After saving, the LLM becomes available for

selection and use across supported Smart Database modules.

£ Smart Database

(z)diorma LLM Connection Management
B8 Model Monagement
() pocument Management Add Ollama Connection

ument Advisor $ Nome

- Enter the Name to identify the LLM Connection

- Enter the Endpoint URL for the Model service even on-
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Optionally: enable Keep Alive to keep the m
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Figure 20: Configuring an On-Premise & external LLM Connection

Note: Installation, model download, and runtime setup instructions for Ollama and other open-

source LLMs are documented separately in the Installation Guide.
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